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lectronic biosurveillance systems can improve the timeliness of 
public health data collection, aid in the early detection of dis-
ease outbreaks, and enhance situational awareness. As part of 

the Suite for Automated Global Electronic bioSurveillance (SAGES) program, the Johns 
Hopkins University Applied Physics Laboratory (APL) developed an open-source soft-
ware tool called OpenESSENCE. OpenESSENCE provides “out-of-the-box” web-based 
data entry, analysis, and reporting that may significantly improve global disease surveil-
lance, including surveillance in a wide range of resource-limited settings. Local health 
clinics have recognized that this new technology may help their countries comply with 
the World Health Organization revised International Health Regulations (IHR 2005) 
and prevent or mitigate disease outbreaks. This article briefly reviews OpenESSENCE 
and describes updates made during the last 2 years.
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ture and assessed their use in resource-limited settings. 
To complement and enhance traditional public health 
surveillance, new syndromic surveillance systems were 
developed. These systems use electronic, nontraditional 
prediagnostic health information as early indicators of 
disease incidence to detect potential disease outbreaks 
in populations. More than a decade ago, the Johns 
Hopkins University Applied Physics Laboratory (APL) 
began developing a syndromic surveillance system called 
the Electronic Surveillance System for the Early Noti-
fication of Community-based Epidemics (ESSENCE).4 
ESSENCE is a Java-based web application used to moni-

INTRODUCTION
Emerging public health threats can originate from 

almost anywhere in the world and often spread rap-
idly through populations, especially those lacking prior 
exposure to the disease in question.1 Early detection of 
these disease outbreaks is considered so important to 
global health that the World Health Organization issued 
revised International Health Regulations (IHR 2005) to 
enhance global cooperation and protection from emerg-
ing health threats.2 Recent advances in technology are 
helping member nations comply with IHR 2005. In 2010, 
Ashar et al.3 reviewed information and communications 
technologies developed for electronic health data cap-
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EE, Apache Tomcat, Spring, MySQL, PostgreSQL, Post-
GIS, GeoServer, GeoExt, and OpenLayers). OE uses the 
Spring (http://projects.spring.io/spring-security/)10 frame-
work and Groovy (http://groovy.codehaus.org)11 Java lan-
guage extensions to create a modular, component-based 
application design, which allows for improved testabil-
ity of components and isolation of problems. Repurpos-
ing and reusing the application is easier and more likely 
with a modular design that mitigates the need to rebuild 
the application to incorporate adjustments or enhance-
ments. To support confidentiality and integrity of data, 
OE provides user-configurable access control. Because it 
is intended for global use, OE features extensive local-
ization support that allows for the adaptation of inter-
nationalized software for a specific region or language. 
OE includes a plug-in application programming interface 
that allows user access to different detection algorithms. 
Results are provided in a format similar to those in Enter-
prise ESSENCE and include graphs, charts, and tabular 
data on case reports, as well as geographic maps of indi-
vidual illness reports.4, 5

Initial User Interface and Data Input
Health indicator data are those data that reflect 

determinants of health and health outcomes and may 
come in a wide variety of formats that include numeric 
and textual data.12 OE is designed to accept input of a 
variety of health indicator data.13 OE contains a built-in 
data entry module so that data can be entered directly 
into a server running OE or via the web by multiple, 
geographically distributed users. The software is con-
figurable to accept data from different databases and 
data sources and can accept combinations of different 
data sources (e.g., joins of multiple tables). At least two 

tor the health of populations, detect disease outbreaks 
early, and help prevent the spread of disease. “Enterprise” 
ESSENCE is the version of ESSENCE used by local and 
regional public health departments in the United States 
and by the U.S. Departments of Defense and Veterans 
Affairs.5 It allows public health professionals to collect 
and analyze many types of nontraditional, prediagnostic 
data and to use multiple anomaly detection algorithms 
to flag unusually high counts of disease indicators or 
issue alerts. ESSENCE enables users to view, parse, plot, 
and map results and to share selected information with 
other users. Enterprise ESSENCE relies on electronic 
health data feeds and is best suited for areas with stable 
Internet access.

As part of the APL Suite for Automated Global Elec-
tronic bioSurveillance (SAGES) program,6 the Global 
Emerging Infections Surveillance and Response System, 
a division of the U.S. Armed Forces Health Surveillance 
Center (AFHSC-GEIS), funded the development of a 
new version of ESSENCE, called OpenESSENCE (OE), 
for global use including use in resource-limited settings. 
As the name implies, OE is an open-source application 
that includes key features of Enterprise ESSENCE but 
can be used either via the Internet or as a standalone 
system.6, 7 Whereas Enterprise ESSENCE uses propri-
etary software, OE uses open-source software. Doing 
so provides several advantages in managing health 
data and performing medical surveillance in a variety 
of global communities. OE’s open-source design makes 
it easier for global users to maintain and sustain their 
systems by providing better quality assurance, low cost 
for acquisition and maintenance, and extensive user 
input on requirements, usage, and adaptability.8 In 2012, 
Campbell et al.9 described the early development of OE 
and how it was being adapted globally to provide early 
warning and international awareness of disease out-
breaks. This article will briefly review the basic features 
of OE and describe OE developments that have occurred 
since the Campbell et al. article9 was written.

OE OVERVIEW AND UPDATES
Beginning early in the development of OE, APL 

sought input from a variety of public health departments 
in resource-limited countries and found that there was 
consensus on the desire for a new kind of biosurveillance 
system: an open-source system that would place a mini-
mum burden on data providers, allow the user to tailor 
the system to their needs, and provide sustainability by 
allowing the user to control their data and easily main-
tain their system.

OE is designed to be customizable, dynamic, and flexi-
ble, allowing for extension and reconfiguration, to reduce 
the cost of development and maintenance. To further this 
goal, OE is deployable using only open-source software 
that includes industry-standard technologies (e.g., Java 

Figure 1.  Example of simple structured SMS message for enter-
ing data in OE.

http://projects.spring.io/spring-security/
http://groovy.codehaus.org
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feature developed by APL is used to overcome the SMS 
160-character limitation. This feature divides the text 
message into 160-character segments for SMS trans-
mission and also provides for message reassembly upon 
receipt by the receiver phone. A second form submission 

methods of data input are provided: (i) a cellular tele-
phone Short Message Service (SMS) interface; and (ii) 
a web interface for those with Internet access. Both can 
be configured to accept data on the basis of individual 
collection needs.

In most countries, even those with limited resources, 
cellular telephone use is pervasive. Therefore, cellu-
lar services with the ability to transmit text messages 
using SMS can be used as a way of collecting health 
data and entering those data directly into an electronic 
surveillance system.3, 14 APL-developed SMS systems are 
currently used for OE data entry in multiple countries 
including Cambodia, Nicaragua, Cameroon, Kenya, and 
Uganda. Patient-level data, such as age, sex, presenting 
signs and symptoms, date of symptom onset, and local 
clinic identifier, are sent via SMS from local health clin-
ics to a “receiver” Android smartphone. This receiver 
phone is connected to a computer that may be located 
at the central public health office, and the information 
is transferred to the computer using standard extract, 
transform, and load synchronization processes. Users 
can manually construct SMS messages to submit the data 
(Fig.  1), but this technique is tedious and error-prone. 
Additionally, the SMS standard15 limits messages to a 
maximum of 160 characters. An alternative to manual 
SMS messaging is the form-based data entry applica-
tion, SAGES mCollect, for Android smartphones. Using 
mCollect, which is powered by Open Data Kit Collect 
(http://opendatakit.org/use/collect), data are entered into 
a graphical, predefined form using a sequence of input 
prompts, which can include text, numbers, geo-locations, 
multimedia, and barcodes (Fig.  2). A multisegmenting 

Figure 2.  Example of the mCollect form-based data entry inter-
face for OE.

Figure 3.  User interface for entering data into OE.

http://opendatakit.org/use/collect
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cesses can be used to load surveillance data from any Java 
Database Connectivity–compatible database. Users can 
configure the system specifically for the variables included 
in their database, thereby easing common data ingestion 
problems, especially the difficulties in trying to get dispa-
rate data formats to fit a specific type of data ingestion.

Analysis and Visualization
OE provides a variety of tools to analyze and visu-

alize data and any derived data products. Furthermore, 
OE provides the ability for multiple users to share infor-
mation derived from data without having to reveal 
health data that may be sensitive or private. These tools 
enhance the process of public health decision making 
by allowing visualization of disparate data types and 
analytic results and by facilitating the sharing of public 
health information across jurisdictional boundaries.

Queries are used to filter the data for analysis by date 
range, selection from list, multiselection, free form text/
number, etc. The query form is shown in Fig.  6. The 
free-form text input fields support database wildcards. 
Combinations of logical “AND” and “OR” operators can 

option in mCollect is via Hypertext Transfer Protocol 
(HTTP) if the Internet is available to the phone—forms 
are sent directly to the computer running OE. Secured 
messaging is also achieved with either 128-bit Advanced 
Encryption Standard16 SMS message encryption or 
form data submission via Hypertext Transfer Protocol 
Secure (HTTPS).

In areas with Internet access, a Web-based user inter-
face can be used. Figure 3 illustrates this interface for 
entering various types of data, including individual and 
aggregated patient data. The data can be entered by 
typing free text and numeric data, as well as by choos-
ing different selections from pull-down lists. Pull-down 
lists support autocompletion, allowing the user to begin 
typing to find a selection more quickly. Free text data 
can be validated with configurable data parameters, 
such as maximum/minimum ranges, decimals, etc.

Visits are entered using a grid editor field that allows 
the user to add or remove an individual visit by click-
ing the “Add” or “Remove” button (Fig. 4). A new fea-
ture of OE is the ability to upload health data from a 
comma-separated value (CSV) file. This allows the user 
to upload a file containing a bulk quantity of any type 
of data, such as daily patient visits for a selected health 
district, all at one time.

The grid shown in Fig. 4 provides a CSV import fea-
ture allowing the user to select a CSV file location, as 
shown in Fig. 5. Figure 5 shows how the user can indi-
cate the configuration of the CSV file, such as specify-
ing inclusion of headers, its delimiter, and any qualifiers 
for the data of interest. Once these upload options are 
selected, the user can then preview the data to confirm 
the selections before uploading to the grid.

For data input through a database connection, stan-
dard extract, transform, and load synchronization pro-

Figure 4.  A screenshot illustrating the CSV file upload feature.

Figure 5.  CSV upload window showing the selections that can 
be made by the user.
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Figure 8 shows a screenshot of time series and detec-
tion analysis. Time series plots can now be arranged 
to display different years, one above the other, so that 
a comparison can be made to see what was happen-
ing at the same time in previous years, or whether 
the seasonal illness patterns are significantly differ-
ent. Clicking a point on the time series plot shows the 
user a detailed view of the records. Giving the user the 
ability to drill deeply into the data allows the user to 
examine the specific health information that is result-
ing in an algorithm-derived alert. Data details, which 
preserve column ordering and sorting, can be exported 
to CSV files for external analysis using other tools such 
as Microsoft Excel. Time-series visualization includes 
anomaly detection and image export. These features 
assist users in sharing information while investigating a 
possible outbreak.

OE uses a plug-in application programming interface 
for detection algorithms that allows a developer to add 
additional detection algorithms. Currently supported 
detection algorithms include open-source algorithms 
such as Generalized Adaptive Smoothing, Cumulative 
Summation, and Exponentially Weighted Moving Aver-
age, in addition to different varieties of the U.S. Centers 
for Disease Control and Prevention Early Aberration 
Reporting System algorithms (EARS C1, C2, and C3). 
Creating a time series without running a detection algo-
rithm is also supported.

A new feature of OE allows the user to create a 
crosstab report (or N × N × N table) to display the fre-
quency of data on the basis of multiple variables, such 
as district, age group, and symptom. This is similar to 
the concept of pivot tables in multidimensional reports. 
The crosstab report is dynamically generated from the 
data set, allowing users to select and update its dimen-
sions for different comparisons. In addition, data filters 
can be applied when creating the crosstab to presam-
ple the data. The default crosstab is an n-dimensional 
matrix that shows the aggregated values of the selected 
comparison. The report also provides additional visual-
ization features such as heat maps and table bar charts 

to aid in analysis of the com-
parison. An example of a 
crosstab using the heat map 
visualization is shown in 
Fig. 9. Crosstab data can also 
be exported to a CSV file for 
external analysis.

The output of different 
data queries and detection 
algorithms may be used to 
create maps with specific 
types of information. This 
facilitates quick identification 
of the geographic regions that 
are impacted and any notable 

be used in queries. Queries are built using a graphical 
user interface to limit the need for detailed knowledge of 
structured query languages. This query builder approach 
focuses all database access logic into one part of the code 
base, thereby making it easier to manage. These que-
ries may be saved and used to establish case definitions, 
allowing the user to repeat his or her analysis in a similar 
fashion and compare results.

Figure  7 is a screenshot showing how data can be 
analyzed by examining different categorizations of data 
relationships, such as sex, age group, district, and symp-
tom. These features may allow the user to determine 
whether the disease outbreak is more prevalent within 
or among different data groups. Outbreak detection can 
be improved if the data sources contain information that 
can be used to include individuals potentially affected 
by an event and to exclude those unaffected.

Figure 6.  Screenshot of the data report query form for OE. Note 
that previously created queries can be saved for later use.

Figure 7.  OE screenshot illustrating configurable charting, including pie and bar charts of con-
figured groupings.
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Figure 9.  Example of a user-created crosstab employing the heat map visualization feature.

Figure 8.  OE screenshot of time series analysis. Below the plot are details of the detection algorithm output. Detection algorithm alerts 
are indicated by the red peaks in the plot.
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to analyze their data. OE provides the user with results in 
a format similar to that provided by Enterprise ESSENCE, 
including graphs, charts, detailed data on individual ill-
ness reports, and geographic maps of locations of indi-
vidual illness reports.4 The OE system can also be used 
to share actionable information via the Internet among 
multiple users and across different jurisdictions. OE can 
be used globally to improve the timeliness of health data 
collection, enhance the early detection of disease out-
breaks, and improve situational awareness.
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